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Herzlich Willkommen

Schon, dass Sie heute dabei sind!



Lars Steffen
Director International
lars.steffen@eco.de




Sicherheit

Politik
und Recht




topDNS

topDNS Initiative

* DNS Abuse

* Phishing, Pharming, Malware, Botnets
* Spam

 CSAM

* ...und was noch!?

* Education, Collaboration, Best-Practice Sharing, Outreach
e eco: Gesamte Bandbreite der Internet-Infrastruktur

* topdns.eco
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topDNS
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topDNS Steering Committee

Jeffrey Bedser Gavin Brown Keith Drazek

CEO Registry Services Ambassador Vice President, General Counsel VP of Policy & Government Relations
CleanDNS Inc. CentralNic Public Interest Registry VeriSign, Inc.

-
Theo Geurts Kelly Hardy Marco Hoffmann Robert Schischka

CIPP/E Privacy & GRC Officer SVP Strategy and Development Head of Domain Services CED
Realtime Register B.V. 1Q Global AS InterNetX nic.at GmbH



topDNS Advisory Group

e DNS Abuse Institute

* Internet & Jurisdiction Policy Network
* FIRST

* Global Cyber Alliance
* ScamAdyviser

* eco Kompetenzgruppe Anti-Abuse

topDNS
R

eCco

INTER
ACTION
23



topDNS

An initiative by e C o
B L

Stockholm Recommendations
on DNS Abuse

topDNS, the industry initiative by eco — Association of the Internet
Industry to fight DNS abuse, has worked on a set of recommenda-
tions to be followed by all types of Internet infrastructure providers -
be they hosting companies, email service providers, domain name
registries or registrars - in order to allow for efficient and swift action
against DNS abuse.

Vo

The recommendations are intentionally cc

some have even called them “the 10 comr

of combatting DNS Abuse”. They are as fol

1. Publish an anti-abuse policy covering DNS abus
details for abuse reports.’
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Content Harms

DNS Abuse?
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Abusive Content
CSAM*

Child Safety

Opioids*

Human Trafficking*
Hate Speech

Extreme Violence*
Dis-/Misinformation
Criminal Organization
Harassment

Fraud / Intellectual Property Infringement
Intentional Trademark Infringement or Counterfeiting
Intentional Unauthorised Use of Resources
Intentional Copyright Infringement

Masquerade

Financial / Commercial Harms

Infrastructure Harms

Botnet*/ Command & Control

Malware*
Malicious Code
Virus / Worm
Trojan / Spyware
Rootkit
Ransomware

Availability
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State of the DNS In 2022
Workshop in Brussels,
8 and 9 November 2022

Hosted by eco — Association of the Internet Industry
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Fragen? lhre Ansprechpartner

Lars Steffen, Director International

Thomas Rickert, Director Names & Numbers







